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Climate and our national infrastructure

• National infrastructure can be vulnerable to extreme 

weather events 

• The impact of these events can be surprising and 

severe

• Climate Change Committee report1:

“Whilst understanding of sectoral risks has improved over 

the last few years, the impacts of climate change could be 

amplified by interdependencies between infrastructure 

sectors, and these interactions are not well understood.”

1) https://www.theccc.org.uk/uk-climate-change-risk-assessment-2017/ccra-chapters/infrastructure/

https://www.theccc.org.uk/uk-climate-change-risk-assessment-2017/ccra-chapters/infrastructure/
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CReDo is a climate change 
adaptation digital twin
CReDo brings together data across energy, water and telecoms 

networks

• Anglian Water’s water and sewerage assets,

• BT’s communication assets and 

• UKPN’s power network assets.

with flood data to understand

• Infrastructure interdependencies

• Asset failure and system impact

• What can we do to prepare or respond?

How do we increase system 

resilience and adapt?



The CReDo collaboration



Building a Connected Digital Twin
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https://digitaltwinhub.co.uk/credo/
https://kg.cmclinnovations.com/credo/visualisation/
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Developed using real asset data, but demo shows synthetic data
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Resembles data structure of underlying  knowledge graph 

Developed using real asset data, but demo shows synthetic data
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Depth of colour indicates depth of flood
Red rings indicate assets that have developed a problem
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Can click on assets to find out more about them

Secondary 
substation
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Can click on assets to find out more about them

Metadata 
and 

criticality

Secondary 
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Can click on assets to find out more about them

Lost power, 
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Interrogate connections to find out what is going on

Secondary 
substation
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Interrogate connections to find out what is going on

Secondary 
substationPrimary substations with 

alternative supply routes to 
secondary substation
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Interrogate connections to find out what is going on

Secondary 
substationPrimary substations with 

alternative supply routes to 
secondary substation
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Interrogate connections to find out what is going on

Secondary 
substationPrimary substations with 

alternative supply routes to 
secondary substation
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Interrogate connections to find out what is going on

Secondary 
substationPrimary substations with 

alternative supply routes to 
secondary substation

Also deep!
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Effects cascade between networks
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Able to link to other digital twins to enhance capability
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Sensor data
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Sensor data from Environment Agency

Water level 
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Building data from Ordnance Survey 

Large hospital

Schools
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DAFNI architecture (CReDo perspective)

VPN for external 
users

Secure host for 
asset data

Windows 
desktop (MS 

Office)

DAFNI portal
DAFNI data 

repository (NID)

HiPIMS (flood 
model) 

workflows

data upload

The orangeish colour is CReDo-
specific infrastructure; the 
blueish boxes are standard 
DAFNI bits also used by CReDo.

The secure host has the original 
data as read-only and a shared 
collaboration area (as well as 
individual working areas).

Project participants build 
models (based on HiPIMS) and 
upload the models to DAFNI



Two kinds of DAFNI users

1. Developers
• Who access the secure host and collaborate building models

2. Users who run the models

3. And the third kind
• Users who should the run the models but can’t
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Problem statement

• The data sharing agreement stipulates that asset owners’ data must 
not leave the secure host

• However, this prevents AOs from exploring their data
• Data cannot be copied off the secure host

• Some AOs cannot install the VPN client which would give them (the first 
factor) of access to the secure host

• No asset owner user is Type 1

• We also can’t do the “decision/support” (RHS of DT diag.) without a 
human



How to get 3rd kind access to the secure host?

VPN for external 
users

Secure host for 
asset data
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Other options

• BT’s proposal: AOs keep AO data between themselves
• An API manages cascade effects

• Homomorphic encryption
• And similar too-clever ideas

• Confidential computing
• As offered by commercial cloud providers

… sed hanc marginis exiguitas non caperet


