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Gaps in resilient systems analysis

Recommendation

• Regulators should require a system of regular stress 
testing by 2024 for energy, water, digital, road and 
rail infrastructure operators, to ensure resilience 
standards for infrastructure services

Gaps

• Lack of understanding of infrastructure 
interdependence remains a major challenge for 
operators in estimating and tackling climate risks

• Lack of coherent data for modelling infrastructure 
interactions and inconsistent risk measures that 
makes it difficult to compare resilience outcomes across 
different sectors



ITRC-Mistral NISMOD £10 million EPSRC funded 
programme of research to build 
national-scale systems modelling 
capability [2010 – 2020]



National Infrastructure spatial network database

Water supplyTelecoms Roads (major)RailwaysElectricity

• ~78,000 nodes
• ~140,000 edges
• 5 networks
• customer/user demands mapped on each network

                                                                                                                          

25 | P a g e  
 

network structure between the exchanges and clusters of macro cells dependent links to each 

exchange. Since the flow of information in the network could take place in both directions 

between any two connected node pairs, overall the network had 97,992 links to represent the 

connections and information flow between nodes in the network. Figure 3-4 shows the result 

of creating the different layers of the telecoms networks. 

 

 
Figure 3-4: Topological representation of the different layers of the digital telecoms network for Great 

Britain. 

3.2.2 Demand allocation 

The demands allocated to the exchanges and macro cells were in terms of the numbers of 

customers assigned over their service areas. While the service areas of the exchanges were 

created from the data described in the previous sections, for the macro cells service areas were 

created by assuming each macro cell served locations nearest to it. This resulted in creating 

Voronoi polygons11 as service area for the macro cells. 

 

The population layer used to allocate customers to the telecoms nodes was at the Local 

Authority Distract (LAD) level, of which there were 380 polygons covering Great Britain with 

population estimates for 2017. First the LAD populations were disaggregated at the postcode 

level based on weighing by each postcode’s coverage density intersecting a particular LAD 

polygon. This coverage density was estimated in terms of number of address point connections 

for telecoms at the post code levels. 4G information on coverage by local authority was also 

taken from Ofcom’s Connected Nation report (2018)34. Postcode sector coverage was 

estimated by disaggregating local authority coverage, based on the thesis that Mobile Network 

Operators (MNOs) rationally upgrade sites in the highest population density areas first in order 

 
34 Ofcom, 2018. Connected nations 2018: UK report. Ofcom, London. 



Informing NIC resilience analytics

Single asset failures initiated in electricity networks

Resilience strategy experiment:
By connecting each electricity dependent asset to one more point 
on the electricity network only 5.6% of failure events cascaded 
further

https://www.nic.org.uk/wp-
content/uploads/Infrastructure-network-analysis.pdf 

https://www.nic.org.uk/wp-content/uploads/Infrastructure-network-analysis.pdf
https://www.nic.org.uk/wp-content/uploads/Infrastructure-network-analysis.pdf


NIRD
National Infrastructure Resilience Demonstrator

Objectives

(1) Stress-test networks with extreme flood and storm events
(2) Model interdependent network failure cascades to 

quantify losses to people and economic activities
(3) Explore resilience options in reducing network failure 

losses

Project outcome

Deliver accessible national-scale modelling capability and 
software tools for quantifying UK infrastructure risk and 
resilience to extreme flood and storm events, supported by a 
unique spatial database of interdependent networks, 
population and economic activities



Vision for implementation on DAFNI platform

Codebase

1. Hazard-network intersections and 
asset failure sampling

2. Network flow disruption analysis
3. Population and economic activity 

loss estimation
4. Risk and vulnerability metrics
5. Resilience options testing

Usability and Reproducibility

1. User-manual with input-data 
specification

2. Jupyter notebooks with example 
demonstrations

3. Sample output visualisations

2-3 flood and storm event 
examples from JBA and 
Copernicus datasets

Database of infrastructure 
networks from ITRC-MISTRAL

Population and 
buildings datasets from 
Census and footprint datasets



Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar

0 DAFNI integration D1

0 Data and code creation and documentation

0 Stakeholder engagement S1 S2 S3

1 Hazard event assembly

2 Infrastructure network data assembly

3 Socio-economic data assembly

4 Network service assignment

5 Infrastructure direct damages

6 Infrastructure service disruptions

7 Resilience options analysis

D1 - Scoping report of DAFNI integration process D2 - Uploading of input datasets on DAFNI D3 - Damage loss assessment results on DAFNI

D4 - Resilience options results on DAFNI D5 - Final user guide, codes and presentations D6 - Journal academic paper 

S1 - Project awareness workshop S2 - DAFNI conference to present risk results S3 - Final project dissemination event

D2

2023 2024 2025
WP Activity

D3 D4 D5,D6

Timeline
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Contact: raghav.pant@ouce.ox.ac.uk
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